NOTE: Protective Measures are cumulative and build from GREEN to RED. You may elect to use
any or all of the recommended protective measures based on your particular situation. You may
also elect to move a protective measure to a different alert level.

Action Checklist YELLOW - ELEVATED (SIGNIFICANT RISK of terrorist attack)
Number | Yes No Recommended Protective Measures:

Disseminate the YELLOW advisory and share pertinent information
Y-1 related to the Homeland Security Threat Condition with state
agencies/offices and government officials.

Continue all measures listed in the Homeland Security Threat

¥-2 Condition GREEN and BLUE Advisories.

Implement critical infrastructure facility security plans, as
appropriate. Assess potential terrorist targets and develop additional
plans, if necessary, to counteract an attack. Conduct additional
vulnerability assessments of each critical facility and government
building, as necessary. Assess the consequence of loss and assign a
priority for their protection. Meet with appropriate representatives
of critical infrastructure facilities to review contingency and
evacuation plans and brief employees, as appropriate. Possible
security recommendations or considerations include:

* Increasing spot checks of specific high-risk targets / facilities. At
the beginning and end of each work shift, as well as at other
regular and frequent intervals, inspect the interior and exterior of
buildings in regular use for suspicious or unattended packages.

« Not leaving emergency response vehicles unattended. If it is
necessary to leave the vehicle, lock it and check the vehicle and
its chassis underside before opening the door and starting the
engine.

e Checking all deliveries to facilities.

Y-3

Check recall roster and recall processes for accuracy. Consider
alternative work schedules of operational and staff personnel if the
situation escalates. Include plans to maximize staffing and response
capabilities with defined work / rest cycles.

Y-4

Identify any planned community events where a large attendance is
anticipated. Consult with event organizers regarding contingency
Y-5 plans, security awareness, and site accessibility and control. Consider
recommendations to cancel the event if warranted by the current
situation.

Increase the frequency of backups for critical information systems and
review availability of technical support: e.g. systems programmers,
Y-6 technical personnel, redundancy of equipment, off-site storage of
critical data, stockpile of critical spare parts, off-site data recovery ,
etc.

Keep the public informed on current Homeland Security Threat
Conditions and advisories.




